loTecha HomePlug GreenPHY+V2G Analyzer

i
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loTecha’'s HPGP analyzer enables in-depth analysis of HPGP and V2G communication with non-invasive
packet capture and protocol analysis. It is capable of displaying low-level HPGP MPDUs (Frames
transmitted on the PLC) as well as decrypted / re-assembled L2 traffic.

Non-invasive packet capture means that there is no “man in the middle” device. The communicationis
directly between EV and EVSE. There is an insignificant impact on the signal attenuation between EV
and EVSE. The result is simple, with the loTecha HomePlug GreenPHY + V2G Analyzer one can see a true
picture and find issues related to signal attenuation and noise with the resolution down to the MPDU
level.
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Wireshark with loTecha's
PilotShark & Flug-ins

Features: ] Enhanced SLAC protocol analysis Data visualization and decoding
Non-invasive capturing of HPGP ) e

» Expertanalysis of SLAC messages in Wireshark
messages

Two simultaneous capture outputs:

* Low level HomePlug MPDU message
display with complete Frame
Control, PHY block payload, and .
management messages.

* Re-assembled MPDUs into L2 frames
(MSDUs).

» Backreference to physical layer
frames from L2 frames.

8-12V DC power input, or 90-250V AC

with supplied AC-DC adapter

Direct electrical connection to pilot line
via suppled BNC to banana plug.

for NMK change which can allow the
sniffer to understand HPGP key
changes and capture the resultant
PHY encrypted exchange.

PLC signal level measurement can be
performed on all received packets
containing ROBO modulated payload,
allowing for external verification of
the SLAC power level data. This
mode is also useful in development
to ensure the proper PSD and to
diagnose communication issues.

© _ information and availability:
~ abe@abe-tech.com | www.abe-tech.com

Plug-ins to decode HPGP MPDU
messaging.

Enables use of standard Wireshark
packet dissectors and filters
available to decode and display re-
assembled MSDU traffic.

PilotShark V2G option enables full
decode and display of V2G EXI

encoded data including DIN 70121
and ISO/IEC 15118-2 and 15118-20.

Contact us for further
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Vehicle power adapter

USB cable for diagnostics / firmware update
Ethernet cable (6ft)

BNC cable (6ft) (Male-Male)

BNC barrel connector (Female-Female)

BNC (Male) Banana plug stackable lead cable
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Optons Help
 Running Configuration Settings | SLAC Info | Channel Data | Device Configuration
Source: LocalFile Clear All Avg Window: 10 samples
Output PSD Summary (8308) PSD Beacon9:3C001BCAB2ASOC (1323) PSD Beacon:7:42ABAEASF05806 (2528)
Name: 20200817140746-TestDemo2 PSD 7:TELO (20) PSD 7:TEL60 (271) PSD 7:TEK1 (262)
Session # 1 Left Mouse: Marker T
Reset Axis Right Mouse Pan  Samples: 271 Save Remove fruemsisp e R
Center Wheel: Zoom R gt = ¥
- Live Wireshark Enable g s et S i
MPDU Power = = Use Skic
MSDU ol —rma ] e i i S e S 55
Extended MSDU et [eswszu
sl — 7:TE:60 (avg) o
S g st bl
o [ — . [ W dnmKly Peceod
MPDUs In: 4968
MSOUs Out 565 80 MR EathME byaz
o o it r
Beacon Rx Level: 0 dB I -0 e il
No. e Langth  irfo £ Foterries M3DL aie
73 77240354 168 Reacon, NTD R@:F2:Fa:nsg| Bescon PEReliabii /A 100
74 2.280457 158 Beacon, NID BO:F2:E6:D ok a0
75 2.320452 168 Beacun, NID BO:F2: Measurment Name: #a
76 2.360377 158 Beacon, MID BO:F2: TestDemo2 - Dol Rk 1 i i ke
742 400136 184 Uzacon, MLD BE:12: ol o R s
78 2 413463 1807 507, FRCount 1 Start s a2 qets
79 2471719 3182 507, FRCount 3 uor badalat il
80 2.42624 1292 507, PBECounl 1 T P R S P R O R AU S R I B B P A P B P B B B B
81 2.1304132 1832 507, PBCount 1 PiAseTso N RB BTN R Hs KT
H2 2432006 3188 500, FliLount 3 i
%3 2 436064 3188 07, FACount 2 ! Instantaneous [v| Minimum [v] Maximum (¥ Windowed Average
84 2.441171 168 Beaccn, NID BO:F2: =
85 2.179914 158 Beaton, MID BO:F2: :e3 L [= e e
26 2.519372 108 Beacon, NID BO:F2: (83 Cdit  view =lp
872558876 164 Uescen, NLO BB:12: -e3 Ama8
a8 2.599878 168 Reacnn, NTD R@:F2:F6: 03 . W [y o gl s o B3 - Faee o
20 2 Ar0e%0 162 Basran LT BA-E7-CA-O5-AA-AR-02 -~ -
Frame 70: 3188 bytes on nire (23384 bits), 3188 bytes captured (25504 bits) S0 vz BCM STA LM TRY 1) [
Uapture Info 38 95.0009/8 72 SDP Request
4P1 Frame Control 19 05068208 96 Heighbor Solicitation tor +80::2 from 62:2:07 2
AV Frame Centrol L6 95 81311 % Heighhor Advertisement leRH:-2 (s0l, cur) i< at W ECEEL R R
Raw PHY Blocks 58 SDP Respanse
AES Key: 1/29/23d5d 3228425300300 /LAE310
v Dheerypted FIY Wlacks = @ 34 L
v MY Block 44 05027174 7415423515111 |ACK| Sey=1 Ack=l Win-£5535 Lu
. 77216 267 Protecol Handshake Request
~ PV Block Header 46 05157280 25 Protocol Handshake OK_Successtullegotiation usn:din:78121:2612:Msghet
Segmenl Seyuence Number: 0x000+ L7904 Uit VG - OHEAOEHREALEI
LB UdHE EEUE = MAC Frame Boundary Uffset: Bxdod 48 95.171834 135 V3G - 3MIDI69DA25ISI6E
LT - walid By Black 1ag: Data Yalid {8x1) 28 0% HEhHG G VA AHDZEIRAZE YRR
= Managoment Message Quouc Flag: MSDU Payload (@xd) 5@ 93.187753 101 V2@ - 3F3D2€IBA20359GE ServiceDiscoveryRes OK
L. .. = MAC Frame Boundary Flag: Present [@x1) 5105165826 98V25  2F30260BA263506G ScrvicoPaymentSelectionReq
s ... - Oldesl Pending Segmenl Flag: The oldesl (@x1) 52 95.201773 95V2G - 3FID209BA20359GG ServicePaymentSelectionRes OK
Datac a4l 02ablizbb2adudzabidbid 108E0ABOENdCH a0 2000 53 95216704 8520 - JrID26ABA2EIS6S Contracthuthenticetionleg
Check Sequence: BxBABABADA 54 .21 SF U - HEADIRSRAIG ISR ConlracAn el Tea Tonkes OF
55 95. 224853 121 V2G - JTID2690A2535966 ChargeParameterDiscoveryllag
PHY Block 56 05235851 145V2G  3FID2EOBAIEISNEE ChurpeDPurame LerDistoveryRes OK
PHY Block 57 95, 243508 $9V2G - 3F3D09BA25359GG CableCheckReq
- 58 05.250620 161V2G  3FID260BA2E25068 CableCheckRos OK
50 05258546 166\V2G  3FID2EDEA2EISO6E DreClhurpeiey v
Frame 50: 186 bylus un wice (842 bils), 106 byles caplured (848 bils) on inlurtuce 8 ~
Ethernet II, Src: 92:90:09:09:00:
Internet Protecol Versien 6, Src: +og0
Iranemission Cantral Pratocal, Sre Mo Ack: 224, len: 47
Y2GTF lleader, Type: [XI V2G Messege
~ VG PayTed
SessionID: 3(3d209ba2633965
@ 7 riatthace mpdu_0161077129810 || rackets: 27209 - Dispiayed: 22209 (100.0%,) + Lond fme: 0:2.297|| Profile: Nefult v PreChurgeRey
~ DL_EVStatus
DiMzady:
=WCalindon
DMRCsSConditioning:
SWhrrerCode: B0 FRROR
P SVRESSS0C: ©
Hardware and Accessories: * ETorgetioltoge
Multiplier: 2
The following items are included with each order: urit: ¥
Value: 4
- HPGP Analyzer hardware v [Tergerturrert
Mulliplier: 1
- AC/DC Universal input 12V power supply Pl :
0 F  Freme(tarce), 105 bytes. 515 - Disployec: 1515 {100.0%) © Lond tima: 0:0.675 || Frofila: Deteut

~ information and availability:
e@abe-tech.com | www.abe-tech.com




	IoTecha HomePlug GreenPHY+V2G Analyzer �for ISO/IEC 15118-2 & 15118-20 V2G
	IoTecha HomePlug GreenPHY+V2G Analyzer �for ISO/IEC 15118-2 & 15118-20 V2G

